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ARTICLE INFO ABSTRACT

Concerning the wide scope of the issue of cryptocurrencies in both international and
domestic dimensions, cryptocurrencies have become a solitary life of criminals
because governments have less supervision over them, and it leads to the creation of
risky crimes such as money laundering, tax evasion, fraud, financing of terrorism,
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Received 18 March 2024 field(cryptocurrencies). This topic has gradually brought the cryptocurrency
Revised 14 May 2024 discussion into legal discussions and countries are trying to establish laws in this
Accepted 15 May 2024 regard. Therefore, the current research aims to design and validate the optimal model

Published 14 June 2024 against risky crimes related to cryptocurrency in lranian Law. To process the

problem, qualitative research strategy and thematic analysis type were used. The
research data was collected using semi-standard interviews with 12 experts in the

Keywords: field of cryptocurrencies and their related crimes who were selected using the
Cryptocurrency, theoretical sampling method and using thematic analysis method of the network of
Iranian criminal law, the analyzed themes and the conceptual model of network measurement was built. In
Hazardous crimes. addition, to "validate" the themes, and the built model, two methods of validity

evaluation were used in the communication method and the audit method, and for
"reliability assessment”, two methods of reproducibility and transferability or
generalizability were used. The findings of the qualitative research showed that the
design and validation of the optimal model against risky crimes related to crypto-
currency with 3 overarching themes: 1. the synergistic interaction within and outside
the system in the field of cryptocurrencies 2. the overarching theme of applying
knowledge management in the field of cryptocurrencies 3. the overarching theme of
reducing all kinds of risks and improving the level of hardware and software security
has reached theoretical saturation.

Cite this article: Ramezani, A.; Abaspoor Ikdar, N. & Maleki, M. A. (2024). Design and validation of the optimal model against hazardous
crimes related to cryptocurrency in lIranian criminal law. Environmental Hazards Management, 11 (1), 43-55. DOI:
http//doi.org/10.22059/jhsci.2024.372778.816

© Ahmad Ramezani, Nazanin Abaspoor Ikdar, Mohammad Amin Maleki.

BY NG Publisher: University of Tehran Press.
DOI: http//doi.org/10.22059/jhsci.2024.372778.816

Introduction

Simultaneously, with the process of globalization and the development of mass media, the field of
human life has undergone these changes in all different political, economic, social, and cultural
dimensions. Among these aspects and dimensions, what seems to be very important and more tangible
is the field of economy and its consequences. So, today we are talking about a kind of globalization of
economy and trade. As one of the new economic phenomena, the result of the growth and
development of globalization, economic developments, new technologies, and the emergence of
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blockchain technology, with its unique features, has created changes in the economy of societies in
recent years and now we see a type of trading unit called "tokens". Even though there are many
definitions for crypto-currencies, there is no single definition for them, and this is due to the difference
in the approach of countries regarding the nature of crypto-currencies. It can be said that
cryptocurrency is a type of digital money in which the production of currency units and verification of
the authenticity of money transactions are controlled using encryption algorithms and usually work
decentralized (without dependence on a central bank).

Research method

In terms of nature, the present research is in the category of exploratory research; In terms of the type
of applied research, and terms of the research strategy, it has an inductive strategy, and in terms of the
nature of the data, it is a qualitative research design and of thematic analysis type. The statistical
population of the research included academic and executive experts in the field of cryptocurrency law
studies, who were selected through the theoretical sampling method. Therefore, after conducting a
semi-structured(semi-standard) interview with 12 experts, the research data reached theoretical
saturation and the interview was stopped. To analyze the data from theme analysis and theme network
type (to show the relationship and dependence of themes) by performing the theoretical coding process
in three stages of open, central, and selective(selective) coding to count and discover basic, organized,
and comprehensive themes in line with the design of the model, challenges in the field of
cryptocurrencies have been used.

Data and analysis

To achieve the conceptual model of challenges in the field of cryptocurrencies, gualitative data
analysis has been done in three stages as follows: discovering basic themes, discovering organized and
comprehensive themes, and editing the theme network.

Conclusion

According to the themes (basic, organized, and inclusive) analyzed and counted in this section, it can
be said that by adopting hardware and software security measures, it is possible to create a safe space
on the virtual platform on the one hand, and on the other hand, by applying risk management,
appropriate measures can be taken concerning high-risk cases in this field, and the extent and intensity
of its occurrence can be reduced through preventive, supervisory and countermeasures. The accurate
legal definition of virtual currencies and determination of their legal nature, amending laws related to
virtual currencies and approving new laws taking into account the unique characteristics of virtual
currencies in cases where there is no law, determining criminal titles related to virtual currencies
where possible there is no compliance with the current laws, cooperation with foreign countries and
international institutions in the field of information exchange and communication related to virtual
currencies, concluding a memorandum of understanding between the private and public sectors,
employing experts in virtual currencies and training prosecutors and bailiffs in the best ways to
prevent risky crimes related to currencies.
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